
The network edge monitoring challenge
There will be over 20 billion devices connected to the internet by 2020, according to  
“Leading the IoT, Gartner Insights on How to Lead in a Connected World" by Mark Hung,  
Gartner Research Vice President, 2017. With the deployment of 5G technology, performance 
management for this increasingly complex network mesh will be beset by uniquely 
complicated challenges.

Unlike current generation 4G LTE network expansion, which consists primarily of intelligent 
devices such as smartphones and tablets, next generation 5G expansion will include a much 
broader range of device intelligence, such as finite state appliances, machines and the like. 
These devices will require very cost effective performance monitoring solutions.

capabilities for the Internet of Things (IoT), Industrial Internet of Things (IIoT), and other edge 
devices. This includes low cost options for limited function and cost sensitive modules as 
well as capabilities for providing visibility and analytics for complex cloud, data center, and
hybrid infrastructures.

Skylight monitors the edge
Skylight provides complete visibility across all edge, fog, cloud and data center layers of a mesh 
network environment. It’s comprised of multiple components, all of which are integrated together and  
cost effective.

Skylight performance sensors capture network packet information from any network edge location. For 
devices that are virtual machine enabled, Skylight sensors are VM software processes that perform the 
functions that previously required hardware components such as network TAPs. 

For devices that are not able to run a VM, Skylight provides low cost hardware sensors that monitor 
bandwidth consumption and provide remote packet capture. Combined, this provides complete network  
mesh visibility with no gaps.

The benefit of software-based cloud, fog and edge, where applicable, performance monitoring dramatically 
reduces the high cost of dedicated network interface cards (NICs), packet brokers, and capture appliances. 
Sylight edge monitoring is also designed to be extremely economical, to ensure that their overall cost is in line 
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Solution Brief

Managing the  
Network Edge  
with Skylight
Skylight provides complete 
visibility from the network  
edge to the network core

Accedian’s Skylight™ solution provides comprehensive 5G network device monitoring 
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with edge device costs. Overall this significantly reduces 
the capital capital expenditure requirements for network  
monitoring. 

Skylight’s edge monitoring capabilities are able to capture 
traffic at scale by supporting thousands of capture points 
in a distributed architecture with a very low total cost of 
ownership. Skylight orchestrator provides centralized 
management for all of the network edge devices. Skylight 
analytics, powered by big data and machine learning, filters 
the data points captured by Skylight sensors and modules 
into valuable insights that you can take action on.

Skylight also compliments traditional performance monitoring 
tools with its Open API. In certain cases such as code-level 
performance visibility, Skylight can be used to complement 
agent-based APM tools to support deep problem triage and 
data lake and analysis solutions such as Splunk to support 
security threat investigations.

Skylight passive performance monitoring 
Skylight passive monitoring for the cloud and fog and active
performance monitoring for the edge provides complete 
visibility for the entire network mesh. Combined they provide
a wide-angle performance view of all application interactions
traversing the network within the cloud and data center and 
between the cloud, data center, fog and edge infrastructure. 

Skylight performance monitoring for the cloud and data
center is network traffic capture that runs in virtual machine 
hypervisors. It analyzes network traffic and application 
transactions to provide a complete network performance,  
server response time, and database interaction view. 

The traffic that it captures is turned into metadata to  
signifcantly reduce the amount of performance information 
sent over the network to 20 to 50 Mbps for a 10Gbps link. 

Skylight also monitors and analyzes network performance to 
determine end-user experience. Network traffic capture enables 
ops teams to understand how applications are delivered through 
the network and whether users are experiencing application 
performance degradation due to network issues.

It also provides historical and real-time view of performance 
to determine the origin of a slowdown and also supports 
forensic investigation of suspected threats. It's capable of 
simultaneously analyzing a large number of applications with 
no upfront configuration and provides transaction level metrics 
with no performance impact.

Skylight is highly scalable and can be deployed to new capture 
points in seconds. It provides intelligent alerting coupled with a 
trigger capability to start operations such as packet capture. 
This information can then be combined to help diagnose and  
triage performance issues.

Skylight active performance monitoring
Skylight active monitoring is comprised of small form factor 
modules that detect ultra-high precision one microsecond 
microbursts. They work together with Skylight flowmeter 
bandwidth consumption and flow broker remote packet 
capture for monitoring edges devices that can’t support 
VM-based software agents. They are ideal for cost-sensitive 
environments such as remote locations and IoT or IIoT devices.

Skylight flowmeter’s high resolution data capture provides 
ops teams with rapid fault detection, localization, and root cause 
analysis. Skylight flowmeter can also automatically trigger 
Skylight flow broker packet capture using third-party analyzers.

Skylight flowmeter and flow broker transmit their captured 
performance information to a Skylight sensor cloud, data 
center, fog,or VM-enabled edge instance. There it’s orchestrated, 
displayed on Skylight dashboards, and fed into Skylight analytics
to provide performance information for the entire network mesh. 
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About Accedian
Accedian is the leader in performance analytics and end user experience solutions, dedicated to providing our customers  
with the ability to assure their digital infrastructure, while helping them to unlock the full productivity of their users. 
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Accedian Skylight provides: 

• 360º visibility of all network traffic from the edge to the  
 cloud and data center

• 100% of network and application performance information 

• 100% of application transaction level metrics 

• Complete end-user experience status for all applications 

Skylight is an ideal solution for complete end to end coverage 
of all edge, fog, cloud, data center, and other devices 
connected within a network mesh. It provides unlimited 
scalability to cover your entire edge, fog, cloud and datacenter 
infrastructure. It also provides full end to end visibility for 
devices of all types and can help you ensure that your entire 
network mesh performs as required.

The unique benefits of Skylight’s 
network edge approach 
• Simplified configuration and orchestration

• Underlay network troubleshooting

• Automated business intent overlays  
 and policies

• Single screen administration

• WAN hardening with 256-bit encryption

• Zero-touch branch deployments

• Integrated SD-WAN, routing, firewall, and    
 WAN optimization




