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Cybersecurity is a critical facet of running a digital business. Though nefarious 
actors have plagued the Internet as long as it has existed, their tactics have grown 
significantly more sophisticated. Indeed, the COVID-19 pandemic, by inducing rapid 
and unprecedented change in working habits, has presented a unique opportunity 
for cybercriminals to target both corporate and consumer data. Cyberattacks have 
soared since the virus caused many offices to switch to remote work. At the same 
time, the cost for oversight has never been higher: Europe, California and several 
other states across the US have begun to impose high costs for data breaches as 
part of a broader push on privacy and security. 

All organizations must live with the threat of cybersecurity issues and the increased 
business and financial risks associated with it. The enhanced network visibility 
provided by improved network application performance management (NAPM) 
allows for this, informing companies of the level of data exposed during a breach 
and allowing them to quickly address issues and reduce network downtime fines. 

While NAPM is not a traditional security enforcement tool and cannot prevent a 
cyber attack on its own, it does enable organizations to mitigate some of the costs 
associated with a data breach. In turn, it can help to improve company profits. In 
fact, Enterprise Management Associates’ (EMA) Network Management Megatrends 
2020 Report found that 97% of network teams are interested in using security 
capabilities provided by their network management vendors.

To better understand NAPM’s impact on cybersecurity and business ROI, Accedian 
and the Centre for Economics and Business Research (CEBR) conducted a study, 
measuring the economic and business value of NAPM. The impact is considerable 
– estimated to reduce data breach-related fines by $842 million by 2024 in various
sectors.

Cost Savings Associated with Data Breaches
At a business-level, the CEBR research found that investing in NAPM is associated 
with the reduction of fines associated with a data breach. As anyone who followed 
Equifax’s $700 million data breach fine, these penalties are real money. In particular, 
network traffic analysis can inform companies of which particular data was 
exposed during a breach, thereby allowing them to address performance and 
security issues in order to reduce fines. In 2024, the economy-wide cost savings 
from reduced data-related fines by different firms are estimated at $842 
million. 

By investing in NAPM technology, here’s how much the following 
industries are projected to save in data breach fees by 2024:

• Healthcare ($314 million saved): Given the highly confidential 
nature of medical records, increasing availability of biometric data, 
the sector is highly vulnerable to data breaches and the attendant 
fines. As such, it was deemed to have the highest savings from 
NAPM.

• Finance and Insurance ($230 million saved): Data in this sector 
is also highly confidential and heavily regulated, and
it’s a highly prized and profitable target for cyber criminals. 
However, the industry has a long track record of fighting
fraud, which may explain why it did not rank first in
terms of the impact of additional NAPM spending.

• IT, Telecoms and Information Services ($157
million saved): Technology companies increasingly
handle more sensitive information as people
continue to live their lives online and via their
phones. As a result, data breaches will be a
constant factor for the industry to mitigate.

• Government ($103 million): Government
offices, naturally, handle a variety of
sensitive information. These can be
federal government offices, but can also
be state, city or local systems, being
used by one agency or many. As such,
it is perhaps not a surprise that the
sector is increasingly aware of its
vulnerability to hacks.

CEBR economic study estimated that NAPM 
technology will reduce data breach-related fines by 

$842 million
by 2024 in various sectors
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In addition, data breaches are associated with reputational damage, which may 
often be lasting and hard to reverse – as evidenced by Yahoo’s data breach which 
led to a reduction in the total price Verizon paid to acquire the iconic internet 
company. 

COVID-19, the Network and Keeping it Secure
The network trend for several years has been towards more devices. The growing 
use of smart devices and the explosion in data per device has led many to work 
towards an edge paradigm. At the same time, organizations are becoming 
perimeter-less as company data moves to mobile devices, the cloud and on-
premises environments. In this complex landscape, NAPM is crucial for security 
from a forensics standpoint. 

Then COVID-19 happened. The pandemic has amplified cybersecurity threats 
by inducing the greatest change in working habits in recent history. Employees 
are only beginning to embrace social distancing and working from home, while 
companies and governments are preoccupied with the health of their employees 
and citizens. Meanwhile, IT departments are focused on scaling up remote-
working tools such as videoconferencing and business communication platforms. 

The new normal means that businesses will be dealing with many more devices 
in many more locations. More processes will be moved into the cloud, while more 
consumers will be accessing goods and services online. The edge paradigm has 
arrived with a step function, not a slow move upwards. 

This provides malicious actors with conditions that are rife for exploitation. It 
may be that today’s enterprises will come through the test with flying colors, 
and fines related to data breaches will remain steady or even fall. But that is the 
optimistic perspective - and when it comes to security, it pays to be a pessimist. 

One of the recommendations made by the WEF to increase robustness of 
cybersecurity is to focus on protecting the organization's critical assets and services. 
In order to protect, you need visibility. CIOs and CISOs will need to gain ever greater 
visibility into an ever-growing number of assets. NAPM that could have been 
optional pre-COVID-19, is now a must-have. Because you can’t protect an asset if 
you have no visibility. 

For a full view of the 
CEBR research on the 
economics of NAPM, 
please click here.
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